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SECTION 1: EXECUTIVE SUMMARY

1. Introduction

This audit forms part of the agreement
between HW Controls & Assurance and
Bracknell Forest Council for the delivery of the
approved audit plan for 2010/11. :

2. Audit Scope

The audit work was structured to confirm the
effectiveness of the controls in place over the
Housing & Council Tax Benefits system.

3. Summary of Findings

OVERALL AUDIT OPINION

Overall, Internal Audit can give Limited
assurance on the controls in place for the
Housing & Council Tax Benefits.

Detailed findings are set out in Section 2.
Individual audit objectives within the scope of
the review have been assessed as follows:

Objectives Individual Audit | Assurance No. Of Recs

The objectives of the audit focused on the Objective Areas ” _Priority

following areas: 1ol 23

s Policies and Procedures; Policies and -1 :

o Reconciliations for data migration; Procedures

e Data migration between Pericles and Reconciliations B E A -
Northgate; for data migration

e Benefits transactions; Data migration I B

s Debt collection; between Pericles

» Amendments to standing system data; and Northgate ,

o T security; Benefits Satisfactory | - | 1| -

e Compliance with GCSx; transactions ‘

o General ledger reconciliations; and ~Debt collection Limited 11 -] -

« Previously identified weaknesses. Significant DR EEE

Key potential risks

The key potential risks associated with IT security Significant RN B

housing and council tax benefits are: Compliance with | Satisfactory B —

e Policies and procedures are not in place or L e
adhered to leading to General Ledger Limited 1 1o~ -
lnefflcnent/erroneous/fraudulent activity,; “reconciliations ' ' ~

o 0 Previously n/a - - g

identified '
° weaknesses ' :
Total 7 34| -

of connection; an
o Systems reconcn S"are not performed
or reviewed leadmg 16 irregular or
erroneous payments going undetected.
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Assurance
Level

Definition

Significant

There is a sound system of internal
controls to meet the system
objectives and testing performed
indicates that controls are being
consistently applied. -

Satisfactory

There is basically a sound system of
internal controls although there are
some minor weaknesses in controls
and/or there is evidence that the level
of non-compliance may put some
minor systems objectives at risk.

Limited

There are some weaknesses in the
adequacy of the internal control
system which put the systems
objectives at risk and/or the level
of compliance or non-compliance
puts some of the systems
objectives at risk.

No
Assurance

Control is weak leaving the system
open to significant error or abuse
and/or there is significant non-
compliance with basic controls.
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SECTION 2: DETAILED REPORT

Directorate: Environment, Culture and Communities

Key Audit Contacts: Benefit Service Manager

Date of last review and Opinion: 6th December 2010, Satisfactory
Start Date: 25" January 2011

Background

The administration of Benefits was previously processed on the Pericles system which
was replaced with the Northgate system on 2™ November 2010. Part one of the audit
was performed for the period from April 2010 to August 2010 to ensure that the controls
were operating effectively before the transition to the new system. Part two of the audit
has been performed to ensure that the migration of data from Pericles to Northgate has

_ been accurately completed and to ensure that the controls are operating effectively after
the transition to Northgate.

undertaken by the Benefits
m of over fifteen officers, reporting to
o the Housing Chief Officer.

o, s

The administration of Housing & Council Tax Be
Service. The Benefits Service is made up of
the Benefit Service Manager who in turn rept

Detailed Findings

Detailed findings relating to areas of risk identified as par
Appropriate actions will be discussed with management ¢
held on 28" February 2011

process of being Updated to refl
understand through discussié
comprehensive system
Benefits shared drive.

‘observation that Northgate comes with
cedures are accessible to users on the

Through discussion it was con ed work has begun to construct specific procedure
notes for the new system. We tested a sample of 5 procedure notes chosen from the
Benefits shared drive which had been updated since the migration to Northgate.

Two-of the procedure-notes-viewed-were-provided-directly from-Northgate.-Of-the
remaining three procedures reviewed which had been produced internally, it was noted
that there was no evidence of the last date of review or the preparer/reviewer. A
recommendation has been made to rectify.

Through examination of the procedures for backdates it was observed that the notes do
not address key controls in the review process. Whilst accepted that procedure notes

are a work in progress, a recommendation is raised to address the risk of inefficiency or
inconsistent working practises being adopted.

A recommendation has been raised. (Section 3, recommendation 1)
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2. Reconciliations for data migration;

We discussed the reconciliation process for ensuring that data was accurately
transferred from Pericles to Northgate. Northgate produced a Dataload report detailing
each of the dataload files, the number of records accepted and the number of errors
recorded and the number per type of error identified. They also made recommendations
for data records that BFC should sample check as part of the reconciliation process to
ensure the accuracy of the go live data.

There was a two week data cleansing period whereby no new data was added to
Northgate and all officers focused on reviewing the reports produced by Northgate and
clearing any discrepancies identified between the two sets of data.: ~Discrepancies were
exported into a series of spreadsheets which were used to contr Ithe clearing down and
correction of data discrepancies. SQL reports were run to re the two databases
and any discrepancies were checked through and ame

A number of the discrepancies related to old claims, as on y claims.in:payment at the cut
off date were transferred across to Northgate. Every claim with a differe nce in the
calculated benefit entitlement greater than 10p were reviewed and corrected where
appropriate. We were advised that the majority of the smaller discrepanci s were due to
rounding differences between the two systems. * ’

No processing of new or amended claims data were actioned until all data transfer issues
were resolved.

We have been provided with copies;
officers checking off each discrepan
reports relate to the errors reported in”
cannot say with any certainty that all errors
between the two systems have been satisfa
provided with a number of spreadsheets p‘:

’SQL reports which clearly show evidence of

assurance that the overall transfer of data fromePerlcles has been accurately to
Northgate-although testing of individual benefit cases reviewed in paragraph 3 below did

We revieW
of the audit. ™

had been accuratelyv 2 d completely migrated from Pericles to Northgate. Samples of 20
(except where noted) were tested as follows:

o Declaration of interests recorded on system; (5);
Change of Circumstances;

New applications;

Backdated awards; -

Overpayments;

Write offs (not applicable); and

Debt Collection

@ © o o 6 o

No issues were identified as a result of our testing.
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4. Benefits transactions

Key benefits transactions include change of circumstances, new applications, backdated
awards and payments.

Random samples of 20 transactions' for the categories below were tested:

Change of Circumstances;

New applications;

Backdated awards; and

Payments (5 payments runs each for both cheques and BACS).

Our testing identified 3 out of 5 instances where manual amendments were made to
BACS payments prior to the actual payments being made. These manual amendments
were noted to all be reductions in the overall total of the BAC’s payment. Discussion with

officers confirmed that these were due to the need to stop payments being madeato ...

claimants whereby a last minute change of circumstances would have lead to them being
overpaid if the BAC’s payment was processed. Officers confirmed that the BAC’s would
only ever be reduced by such amendments and neveras a way of increasing or adding a
payment to the BAC'’s run. Officers stated that ason for the need to be able to-
amend the BAC's payment at this stage was because the process to generate the BAC’s
takes place overnight, otherwise the systems ld not be avallable for users if it was run

5. Debt collectio

All overpayments are rev,
There have been no fundal
introduction of Northgate.

ed by the Recovgf? Officer and the Recovery Assistant.
tal changes to the process for debt recovery since the

We noted at the audit planning stage that the debtors module for Northgate had yet to go
live. Currently, any new debts requiring an invoice are held in a suspense account
pending the running of overpayments. Consequentially invoices are not raised and sent

that in these circumstances claimants have been written to advising them of the
overpayment, although a formal invoice will not be raised until the debtors module goes
live.

In addition, the Benefits Service Manager confirmed that where an existing debt on
transfer to Northgate was being recovered by the agreed reduction in benefit payable,
these arrangements were continuing.

A sample of 20 overpayments was tested and it was noted that in 4 instances an invoice
was required but could not be raised due to the Northgate debtors not being fully
operational. These 4 overpayments are recorded in the suspense account, 4 are due to

' Unless stated otherwise in bréékets
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be recovered as part of Council tax billing process and the remaining 12 are {o be
recovered by adjusting the recipients’ ongoing entitlement.

We understand that although the debtors module is not currently in use, the Benefits
team have still been processing write offs on the system. In addition, there are debts that
have been showing on Agresso from before Pericles e.g. 1999, which have only recently
been approved for write off. We understand from officers that debts raised on Pericles
have not been transferred to Northgate as this would feed through to the subsidy
calculations making it inaccurate as these Pericles debts have already been claimed.

One recommendations have been raised. (Section 3, recommendation 4).

6. Amendments to standing system data

In order-to verify that the parameters used by the Northgate software to calculate housing
and council tax benefit entitiement are accurate we-petformed a 100% check of
parameters to the Up Rating Checklist for 2010/ prdwded by the Audit Commission.
We initially obtain a parameter report from N gate and endeavoured to match this to
the Up Rating Checklist. This enabled us toverify the accuracy of 46 of the parameters
(bearing in mind that one parameter may appear ore th nce in the checklist). The
remainder were not possible to match as the descr' pti as per the report from
Northgate did not sufficiently match the description o > checklist to enable us to
categorically match the two. For the remainder, we obt ied screen prints directly from
the Northgate software, confirming the rate each paramet r-had been set at. Subject to
confirmation that the two rates listed below are not preset, all, arameters on the Uprating
checklist have been verifi ) Northgate as correct. v

Carer's Allowance:

Carer's Allowan

We have not therefore made a recommendation

7. IT security

IT security controls will be reviewed as part of the Norfhgate Revenues and Benefits —
Post implementation 2010/11 audit.
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8. Compliance with GCSx

We obtained from the Council’s IT service a list of staff working within the Housing
Benefit and Council Tax section with access to GCSx. This was checked to the manual
files maintained in the Housing Benefit/Council Tax Benefit section.

Of the 18 officers on the IT list who matched the HB/CT file we noted that the GCSx form
has a section for HR to sign off to confirm that they have seen certain documents to
confirm |dent|ty These boxes were not completed for any of the 18 officers. Discussion
with the Benefits Service Manager, confirmed that this is a template form provided by the
DWP and has not been tailored to the procedures in operation at BFC. It is the Benefits
Service Manager that checks identity, not HR and therefore these boxes are not
applicable. We have therefore suggested that the template is a iended to remove these
boxes.

Furthermore, all 18 members of staff had mobile devices for and Memorandum
Of Understanding (MOU) appendix B forms which were srgned and ated. In respect of
the MOU appendix A, whilst these were on file for all 18, one form undated and

another had not been signed or dated

Every time a member of staff accesses the DWP database an NHB5 form is ‘completed.
A copy of the information requested is then printed and scanned on file before both
documents are coded NHB5 on ICLipse. We tested a random sample of 20 NHB5
documents coded NHBS5 on ICLipsé and ound that on each occasion a NHBS form had
been produced. In one instance t ,,Was dated March 2010 whereas the enqurry
was in November 2010. Discussion W i
for some reason the enquiry is no long
subsequently the same Benefits Officer
will do so based on the original NHB5. Hov
since the NHB5 had been generated, it wo
generated.

It was con lrm" d during audit planning stage that the key Benefit reconciliation for

general ledger ] en performed.

The reconciliation
Pericles.

ss was last completed in October 2010 before the closedown on .

A recommendation has been raised. (Section 3, recommendation 7).

10. Previously identified weaknesses

Of the one recommendations raised in the last review which has reached its target date
this recommendation is considerered not applicable.

“The Benefits Section should ensure invoices are sent to claimants in a timely manner.”
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The recommendation concerning debt collection has been superseded by the
recommendation raised in this audit concerning debt collection.
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